TERRORISM ACTIVITY PM: pg. 8-61G: IG: pg. 8-7 & 8

CERTs: See something- say something:

v' Observe: Surveillance, info gathered, security test, impersonate, supplies, dry runs
v Use safety, logic & report. Can be dangerous; not our job to intervene.

Terminology:

« Terrorism: Creating danger for ideological, political or social change objectives;
to increase PR, fear, credibility for a cause (1G: pg. 8-2)

« Hazmat & CBRNE = Chemical, Biological, Radiation, Nuclear, Explosives
Look for out of place mechanical devices, vapor clouds, package, etc.

o Cyber attacks: Disruptions of power, services, data breaches

« Shelter in Place: Shut off ventilator system, block window/door cracks.

« Decontaminate: take all clothes off (shirt not over your head- cut it off), wash
hands thoroughly, then whole body. Go to decon center for thorough cleaning.

Active Shooter Defense Tactics:

v Run: (regularly scope out 2 possible exits, including windows, upon
arrival in any building). Leave your stuff. Encourage others to escape,
but don’t wait for hesitaters.

v Hide: lock & barricade door. Turn off phone sounds/ radio, etc. Be quiet.
v Fight: Use anything handy. Coordinate with others. Commit to attack
immediately, like your life depends on it.

v OBSERVE: When coming outside: Hands up in sight, fingers spread. When
asked, report any descriptions of perp/s, weapons, hazards, # people inside,
injured, locations, etc. No quick movements or yelling.

Text 911: Provide situation, your name, location: exact, or cross streets, or ‘it’s
near __ '. (911 doesn’t automatically know your location), perp info,
where you are in the building. Report ‘CAN’ = Conditions, Actions, Needs.
Mure but leave phone on for dispatcher to hear, if you can’t talk.

Tip: If phone batteries may go out after a disaster: may change your voicemail message to

a situation update for family/ friends (e.g., “I’'m fine; I'll be at _; it’'s 10 am on May 9...”)
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